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1
Decision/action requested

Accept this pCR for inclusion in TR 33.825
2
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3
Rationale

As discussed in [2], a combined solution for using KSEAF and KAUSF can be created. Such a solution would have to take into account the logic necessary for deciding which key to use. This is introduced in this pCR.

4
Detailed proposal

*** Start of Change ***
6.ZZ
Solution #ZZ: Combining Implicit bootstrapping solutions for usage of KAUSF or KSEAF as AKMA root key
6.ZZ.1
Introduction
This solution addresses key issue #10 by introducing a procedure for deciding which key to use for AKMA root key depending on the deployment and local configuration.

This solution combines parts of solutions #15 and #16. With respect to the presence of an AAuF it has three options:

1)
Home Network Option: In this option, there is no AAuF in the serving network that plays a role in this solution;

2)
Serving Network Option: In this option, there is only an AAuF in the serving network;

3)
Combined option: In this option, there is an AAuF in both the serving network and the home network.
Solution #15 and solution #16 are similar in that they introduce a new element AKAF and AKRS respectively that functions roughly similar between the two solutions. In this solution, the term AKRS is used.
6.ZZ.2
Solution details

6.zz.2.1
Generic procedure
This generic procedure for solution works as follows:

1)
The UE initiates an initiation procedure by contacting an AAuP according to clause 6.2.2.2.1. The AAuP reponds signalling AKMA compatibility. Upon reception of the trigger, the UE initiates an AKMA Established Key Use Procedure by sending a service request to the AAuF including the UE Identity and the UE’s preference for which key to use.
2)
Upon reception of the service request, the AAuF decides whether the KAKMA should be derived from KSEAF or KAUSF and sends a request for a KAKMA based on a particular key to the AKRS.
3)
The AKRS generates the KAKMA, and sends the key together with a random and an XRES to the AAuF.

4)
The AAuF authenticates the UE, and if successful sends the UE the necessary information for AKMA (which key was used as a base for KAKMA, the temporary identity, and the validity timer).

The procedure is shown in the figure below:
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Each of the options differs in how the decision on which key to use is taken. Depending on the decisions and access to keys, KAKMA will be derived in one of the following ways:

1)
KAKMA = KDF(KAUSF, …)

2)
KAKMA = KDF( KDF( KAUSF, Serving Network Name) , …)
3)
KAKMA = KDF(KSEAF, …)

6.zz.2.2
Home Network Option
In this option, it is assumed that the AAuF is connected to the AKRS in the home network and that this AKRS has access to (the relevant keys derived from) KAUSF. For this solution it is not relevant whether this is implemented using a push mechanism according to solution #15 or a pull mechanism according to solution #16.
In this case, the AAuF can choose between using a KAKMA based on KAUSF directly or based on KSEAF. The AAuF can decide based on criteria like:

1)
Whether the UE is roaming and where;
2)
Whether the service is located in the country where the UE is roaming / serving network;
3)
Whether there is a network element in the serving network that can receive the derived key;

4)
Local configuration.
6.zz.2.3
Serving Network Option

In this option, it is assumed that the AAuF is connected to the AKRS in the serving network and that this AKRS has access to (the relevant keys derived from) KSEAF. For this solution it is not relevant whether this is implemented using a push mechanism according to solution #15 or a pull mechanism according to solution #16.

In this case, the AAuF cannot choose and will instruct the AKRS to derive a key from KSEAF.

6.zz.2.4
Combined Option

In this option, it is assumed that there is an AAuF is connected to the AKRS in the home network and one connected to the AKRS in the serving network. For this solution it is not relevant whether this is implemented using a push mechanism according to solution #15 or a pull mechanism according to solution #16. It is assumed that the AAuF in the serving network can take the rol of a proxy for the AAuF in the home network.
In this case, the Home AAuF can choose between using a KAKMA based on KAUSF directly or based on KSEAF. The AAuF can decide based on criteria like:

1)
Whether the UE is roaming and where;

2)
Whether the service is located in the country where the UE is roaming / serving network;
3)
Whether there is a network element in the serving network that can receive the derived key;

4)
Local configuration.

6.ZZ.3
Evaluation
Editors Note: evaluation is for further study

*** End of Change ***
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